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N.C. Health Information Exchange Authority

Overview
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A health information exchange (HIE) is a secure, electronic network that gives authorized health care 

providers the ability to access and share health-related information across a statewide information highway.

HIE

Labs

Ambulatory Care

Behavioral Health

Primary Care

Public Health
Hospitals

Long-Term Care

Pharmacy

What Is a Health Information Exchange?
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Payers

Payers refers to whoever pays for 

medical care, such as 

Medicare/Medicaid.

Primary Care

The doctor you see for routine 

exams and check-ups. They 

may refer you to a specialist.

Behavioral Health/IDD

Behavioral and mental health care 

providers are subject to special 

provisions about what they can 

share.

Long-Term Care

Provides housing and health care 

support for people who cannot 

live independently.

Hospitals and Ambulatory Sites

Ambulatory sites are outpatient 

clinics where you may see a 

specialist.

Health Registries

Specialty registries are 

databases that help public 

health officials study chronic 

disease like diabetes or 

stroke.

The North Carolina state-designated health information exchange, known as NC HealthConnex, links many 

different types of providers and health care facilities.

State-Designated Health Information Exchange: NC HealthConnex
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A full “picture” of a person’s health, including ambulatory visits, 

hospitalizations and medications 

Reduction in valuable staff time spent phoning and faxing other 

providers involved in a patient’s care to track down health 

information

Timely access to important health events as they happen to 

patients (near, real-time notifications)

Improved, more accurate and timely medication reconciliation 

that reduces errors and avoids unnecessary tests

Access to test results, reducing costly duplicative tests and gaps 

in treatment

Benefits of a Health Information Exchange
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Vision: Link all health care providers across North 

Carolina, enabling participants to access information 

to support improved health care quality and 

outcomes.

Mission: We connect health care providers to safely 

and securely share health information through a 

trusted network to improve health care quality and 

outcomes for North Carolinians.

The NC HIEA was created in 2015 to oversee and administer the state-designated health information 

exchange, NC HealthConnex. Providers who provide health care to individuals whose health care is paid 

for with state funds, like Medicaid or the State's Health Plan, were mandated to connect to NC 

HealthConnex by January 1, 2023.

The N.C. Health Information Exchange Authority
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Who is the NC HIEA?

• The North Carolina General Assembly created the North Carolina 

Health Information Exchange Authority (NC HIEA) in 2015 to 

facilitate the creation of a modernized HIE to better serve North 

Carolina’s health care providers and their patients. 

(NCGS 90-414.7)

• Part of the N.C. Department of Information Technology’s Data 

Division.

• Technology partner is SAS Institute.

• Twelve-member Advisory Board made up of various health care 

representatives that includes the DHHS Secretary, DIT Secretary 

and EDO Director. 

S E C U R E

P A R T N E R S H I P

S T A T E - D E S I G N A T E D

https://hiea.nc.gov/about-us/advisory-board
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Health Care Communications Without

NC HealthConnex

Vision for Health Care Communications

With NC HealthConnex

North Carolina set out a vision to create communities of connected health care providers 
electronically across the state.

The Vision for Connectivity
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NC HealthConnex also connects health 
care providers electronically across the 
country.

• Connect to providers across state borders in 

neighboring HIEs through eHealth Exchange.

• Providers are alerted when their patient is seen 

at an out-of-state facility through the Patient 

Centered Data Home (PCDH).

NC HealthConnex Connected Providers

eHealth Exchange

Patient Centered Data Home

Both

The Vision for Connectivity
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• eTHIN (East Tennessee) *

• GaHIN (Georgia's state-designated HIE) *

• MedVirginia (Richmond, VA) *

• SCHIEx (South Carolina) *

• VA HIE (Veterans Health Administration) and DMIX (Dept. of Defense) joint HIE **

• Atrium Health CareConnect HIE (Charlotte, NC) **

• OCHIN (Portland, OR) **

• PULSE (Patient Unified Lookup System for Emergencies) from Ai **

• Carolina Health Network **

* Legacy Point to Point connection

** Hub Connection

eHealth Exchange enables query and 

retrieval of patient records (Continuity of 

Care Documents – CCDs)

Neighboring Connections via eHealth Exchange

How the Exchange of Health Information Works

https://ehealthexchange.org/what-we-do/
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Neighboring Connections via Patient Centered Data Home

How the Exchange of Health Information Works

• Alabama – One Health Record

• Arizona – Health Current

• Arkansas – SHARE

• California – LA Network for Enhanced Services

• California – San Diego Health Connect

• California – Santa Cruz HIE

• Colorado – Quality Health Network

• Colorado – Regional Health Information Org

• East Tennessee – Health Information Network

• Idaho – Health Data Exchange

• Indiana – Health Information Exchange

• Indiana – HealthLINC

• Indiana – Michiana Health Information Network

• Iowa – Health Information Network

• Kentucky – KHIE

• Louisiana – Health Information Exchange

• Maryland – Chesapeake Regional Information System

• Michigan – Great Lakes Health Connect

• Missouri – Health Connection

• Montana – Big Sky Care Connect

• Nebraska - Health Information Initiative

• Nevada – HealthHIE

• New Mexico Health Information Collaborative

• New York – HEALTHeLINK

• North Dakota – Health Information Network

• Ohio – The Health Collaborative

• Oklahoma – MyHealth Access Network

• Oregon – Reliance eHealth Collaborative

• Texas – HASA

• Utah – Health Information Network

• West Virginia – Health Information Network
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• The mandate to connect to NC HealthConnex required that those 

receiving state funds for providing health care services, such as 

Medicaid and the State Health Plan, initiate their connection 

by January 1, 2023.

• Signing a participation agreement demonstrates a good-faith 

effort to meet the connection mandate.

• Actively engaging in the onboarding process with your technical 

vendor and the NC HIEA also demonstrates a good-faith effort to 

meet the connection mandate.

• Some provider types are not required to connect but may do so voluntarily. Recent legislation has 

updated this list to include chiropractors.

• A complete list of providers who needs to sign-up can be found in N.C.G.S. § 90-414.4 or on our page 

What Does the Law Mandate?

Mandate/Connection Overview

https://www.ncleg.gov/EnactedLegislation/Statutes/HTML/ByArticle/Chapter_90/Article_29B.html
https://hiea.nc.gov/providers/how-connect/nc-healthconnex-participation-agreement
https://www.ncleg.net/EnactedLegislation/Statutes/PDF/ByArticle/Chapter_90/Article_29B.pdf#:~:text=90-414.4.%20Required%20participation%20in,HIE%20Network%20for%20some%20providers.
https://hiea.nc.gov/providers/what-does-law-mandate
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Sign 

Participation 

Agreement 
Initial 

Communication 

Welcome packet sent 

with patient 

education, FAQs and 

talking points

*Enrollment in 

services Technical 

Onboarding 

Call

Connection 

Development 

and 

Testing

Live 

in 

Production

Participant receives live 

connection email;

additional training 

provided upon request

Operations 

and 

Support

Ongoing from 

the SAS Help 

Desk team

Will be scheduled if 

our technical team 

has not already 

begun working with 

your EHR vendor

2 3 4 5 6 71

Invitation to start intake

Connection Process
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• The NC HIEA follows the highest information security 

standards available

• Information is always encrypted and sent over a private 

network 

• NC HealthConnex is compliant with all federal and 

state privacy and security laws

• Information that identifies patients will not be sold in 

any way or shared with anyone other than authorized 

health care providers or organizations that have 

entered into HIPAA compliant, data-sharing 

agreements

Privacy & Security

Privacy & Security

User Access

Sensitive Data

Opt Out

NC HealthConnex is a Secure, Private Network
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We take our role of data stewards seriously and expect 

that our participants will as well.

• Role-based access to control access levels for each 
authorized user

• Participant Account Administrator (PAA) will be 
responsible for assigning roles to users; NC 
HealthConnex Help Desk will provide credentials to 
these users (PAA Reference Guide)

• Access to patient information granted if established 
treatment relationship with the patient

Privacy & Security

User Access

Sensitive Data

Opt Out

NC HealthConnex is a Secure, Private Network

User Access

https://hiea.nc.gov/media/61/download?attachment
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Privacy and Security Policy Dec. 16, 2021

User Access Policy April 5, 2021

Behavioral Health Sensitive 

Data Policy
Nov. 15, 2018

Opt-Out Information Oct. 2, 2019

Privacy & Security

User Access

Sensitive Data

Opt Out

NC HealthConnex is a Secure, Private Network

NC HIEA Policies

https://hiea.nc.gov/nc-hiea-privacy-security-policy/download?attachment
https://hiea.nc.gov/revised-nc-hiea-user-access-policy/download?attachment
https://hiea.nc.gov/behavioral-health-sensitive-data-policy/download?attachment
https://hiea.nc.gov/behavioral-health-sensitive-data-policy/download?attachment
https://hiea.nc.gov/patients/your-choices
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North Carolina is an opt out state (since 2012). Patients are 

opted into health information exchange for HIPAA-approved 

treatment, payment and operations purposes across all 

information exchanges (public and private). 

The HIE Act requires participating health care providers to 

provide education materials to patients on the benefits of 

health information exchange and their right to opt out of 

exchange (or rescind). 

The NC HIEA provides: 

• Sample notice of privacy practices

• Tri-fold brochure order form

• Talking points, FAQs, Fact sheet

• Employee education materials

Privacy & Security

User Access

Sensitive Data

Opt Out

NC HealthConnex is a Secure, Private Network

Opt Out

https://hiea.nc.gov/documents/patient-education-order-form
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Uni-directional Connection (Submission Only)

Electronic Health Record

 

Clinicians enter data into 

EHR, and that data is 

automatically sent to the HIE.

How the Exchange of Health Information Works
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Electronic Health Record

 

Clinicians enter data into their 

EHR, and that data is 

automatically sent to HIE

Data Provided 

Clinicians who have care 

relationships with their patients 

are readily able to access that 

data

Login using any browser

Uni-directional Connection (Full Participant): Clinical Portal

How the Exchange of Health Information Works
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Electronic Health Record 

Clinicians enter data into their 

EHR, and that data is 

automatically sent to the HIE.

Data Sent to EHR 

Clinicians who have care 

relationships with their patients 

are able to readily access that 

data via their EHR.

Bi-directional Connection (Full Participant): EHR Integration

How the Exchange of Health Information Works



25

NC HealthConnex Onboarding Packet and Technical Specifications

NC HealthConnex Data Targets

https://hiea.nc.gov/nc-healthconnex-onboarding-packet-and-technical-specifications
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NC HealthConnex Onboarding Packet and Technical Specifications

NC HealthConnex Data Targets for BH Providers

https://hiea.nc.gov/nc-healthconnex-onboarding-packet-and-technical-specifications
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User Experience
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Generations Family Practice Wins Healthcare Innovator Award With Help from 

Use of NC HealthConnex

https://www.hcinnovationgroup.com/innovator-awards/article/53098149/innovator-awards-2024-first-place-winning-team
https://hiea.nc.gov/blog/2023/07/28/nc-hiea-july-2023-update
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Clinical Portal User Experience
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Suite of Services
At a Glance
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NC HealthConnex Use and Value
A screenshot of a computer screen

Description automatically generated

https://hiea.nc.gov/
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NC HealthConnex Suite of Services

NC HealthConnex Value-Added Services

Foundation

Exchange

Notifications

Pop Health & Analytics

https://hiea.nc.gov/nc-healthconnex-suite-services
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NC*Notify (Event Notifications) – How It Works
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• Providers are notified when their patients have received care in other settings.

• Providers can schedule follow-up appointments with patients.

• Providers can follow up on medications prescribed or other discharge instructions.

• Insight to provide continuity of care to reduce avoidable readmissions

• Insight to achieve financial goals under value-based care contracts

• Utilize for compliance with state and federal quality initiatives, including Meaningful Use/Promotion 

Interoperability

Features:

• Auto-attribution

• Self-Service Panel Loader

• NC*Notify Dashboard within the Clinical Portal

NC*Notify - Benefits
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Direct Secure Messaging allows providers to 

message other providers on a secure network.

Direct Secure Messaging

NC HealthConnex does not accept 42 

CFR Part 2 data or psychotherapy notes, 

DSM can be used to send this data (with 

patient consent) so that providers can 

share that data securely.  DSM can also 

be used to attach documents and images 

to send to providers.
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Direct Secure Messaging allows providers to message other providers on a secure, 

encrypted network.

NC HealthConnex does not accept 42 CFR Part 2 data or psychotherapy notes. DSM can 

be used to send this data (with patient consent) so that providers can share it 

securely.  DSM can also be used to attach documents and images to send to providers.

Direct Secure Messaging
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Within the NC HealthConnex portal, 

you can access the North Carolina 

Controlled Substance Reporting 

System (CSRS) without going to a 

separate site. 

Controlled Substance Reporting System
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Pharmacy
Pre-Submitted Questions

We display pharmacy 

dispense data in the 

system, you can see our 

updated clinical user guide 

for more info. The 

pharmacy source is in the 

report. Pharmacy data is 

available in the portal, from 

September 2023 onward.

https://hiea.nc.gov/nc-healthconnex-clinical-portal-user-guide/open
https://hiea.nc.gov/nc-healthconnex-clinical-portal-user-guide/open
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TCM and NC HealthConnex
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Medicare – Transitional Care Management Components

Interactive Contact 

• You (or clinical staff under your direction) must contact the patient or their 

caregiver by phone, email or face-to-face within 2 business days after the 

patient’s discharge from the inpatient or partial hospitalization setting.

• “Clinical staff” means someone who is supervised by a physicians or 

other qualified health care professional and is allowed by law, 

regulation and facility policy to perform or assist in a specialized 

professional service but doesn’t individually report that professional 

service.

• The interactive contact must be performed by clinical staff who can 

address patient status and needs beyond scheduling follow-up care.

• You may report the service if you make 2 or more unsuccessful separate 

contact attempts in a timely manner (and if you meet the other service 

requirements, including a timely face-to-face visit).

• Document your attempts in the patient’s medical record.

• Continue trying to contact the patient until you’re successful.

• If the face-to-face visit isn’t within the required timeframe, you can’t bill 

TCM services (see the face-to-face section).

Learn more about TCM 

Services on the CMS 

website.

https://www.cms.gov/files/document/mln908628-transitional-care-management-services.pdf
https://www.cms.gov/files/document/mln908628-transitional-care-management-services.pdf
https://www.cms.gov/files/document/mln908628-transitional-care-management-services.pdf
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Medicare – Transitional Care Management Components

Non-Face-to-Face Services

Physician or NPP Non-

Face-to-Face Services

• You and your clinical staff (as appropriate) must provide patients medically 

reasonable and necessary non-face-to-face services within the 30-day 

TCM service period.

• Clinical staff under your direction may provide certain non-face-to-face 

services.

Physicians or Non-Physician Practitioners (NPPs) may provide these non-

face-to-face services:

• Review discharge information (for example, discharge summary or 

continuity-of-care documents)

• Review the patient’s need for, or follow up on, diagnostic tests and 

treatments

• Interact with other health care professionals who may assume or 

reassume care of the patient’s system-specific problems

• Educate the patient, family, guardian or caregiver

• Establish or re-establish referrals and arrange needed community 

resources

• Help schedule required community providers and services follow-up
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Face-to-Face Visit

Medicare – Transitional Care Management Components

• You must provide 1 face-to-face visit within the timeframes described by 

these 2 CPT codes:

• 99495 – Transitional care management services with the following 

required elements: Communication (direct contact, telephone, 

electronic) with the patient and/or caregiver within 2 business days 

of discharge. At least moderate level of medical decision making 

during the service period face-to-face visit, within 14 calendar days 

of discharge.

• 99496 – Transitional care management services with the following 

required elements: Communication (direct contact, telephone, 

electronic) with the patient and/or caregiver within 2 business days 

of discharge. High level of medical decision making during the 

service period face-to-face visit, within 7 calendar days of discharge.

Don’t report the TCM face-to-face visit separately.
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NC Medicaid – Tailored Care Management

Medicaid - TCM

Toolkit: Transition to Tailored Plans

• Develop care management comprehensive 

assessments and care plans/individual support 

plans with beneficiaries

• Coordinate/refer/monitor all services (medical, 

pharmacy, behavioral health, waiver services, 

food, housing, transportation, community 

resources supports)

• Support beneficiaries in a crisis (with planning 

supports)

• Arrange for annual physicals

• Convene and consult with a multidisciplinary care team

• Provide management for beneficiaries with chronic, high-

risk, high-cost care management needs

• Help with medication monitoring

• Monitor Hospital Admission Discharge and Transfer 

(ADT) alerts and ensure beneficiaries any admissions, 

discharges or transfers are followed

• Support transitions out of hospitals and nursing facilities

Under TCM, beneficiaries will have a single care manager equipped to manage all the 

beneficiary’s needs, spanning physical health, behavioral health, I/DD, Traumatic Brain 

Injury, pharmacy, long-term services and supports (LTSS) and unmet health-related 

resource needs. Tailored Care Managers may be an Advance Medical Home Plus (AMH+), 

Care Management Agency (CMA) or provided through the beneficiary’s health plan. 

Tailored Care Managers will:

https://medicaid.ncdhhs.gov/tailored-plans/toolkit
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How Can NC HealthConnex Help?

• Utilizing the clinical portal, providers can review hospital information to help them meet 

the parameters of a Medicare TCM follow-up. 

• Utilizing NC*Notify and the Provider Clinical Portal can help providers coordinate and monitor 

services under Medicaid TCM. 

• With the “High-Utilizer” alert from NC*Notify, providers can help provide management for 

beneficiaries that have “high-risk, high-cost” needs. 

• Use Direct Secure Messaging inside the Clinical Portal to coordinate follow-ups, make 

referrals and share images.

• NC*Notify can alert providers that their patient has been admitted, discharged, or 

transferred. This helps with timely follow-up for both Medicare TCM and Medicaid TCM.
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What’s New
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Portal Updates – Health-Related Social Needs (HRSN)
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• How to access the 

chatbot?

• What questions can 

you ask the 

chatbot?

• Does the chatbot 

collect data on 

users or accept or 

display Personally 

Identifiable 

Information (PII) or 

Protected Health 

Information (PHI)?

• Be advised chatbot 

answers may not be 

correct every time!

www.nchealthconnex.gov

NC HIEA Website Chatbot

http://www.nchealthconnex.gov/
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NC HIEA Website Chatbot
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Training
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Training Opportunities 

• On Demand Training

• NC HIEA Training Modules

• Live Training 

• Training Requests

• Online Webinars

• NC HealthConnex Teletown Hall

• NC HIEA Office Hours

*Participants can request Teams training through 

a booking link. 

https://hiea.nc.gov/providers/training-resources/nc-hiea-training-modules
https://hiea.nc.gov/providers/training-resources/training-requests
https://hiea.nc.gov/events
https://hiea.nc.gov/news/events/nc-hiea-office-hours-august-2024
https://outlook.office365.com/book/NCHealthConnex@ncconnect.onmicrosoft.com/
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Requesting Live Training through Microsoft Booking Demo
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NC Health Connex Clinical Portal Demo

A picture containing object

Description automatically generated

https://ncqdemohs.ondemand.sas.com/csp/healthshare/hsredirect/NCHIE.HS.UI.ChallengeResponse.cls?OriginalURL=https%3A%2F%2Fncqdemohs.ondemand.sas.com%2Fcsp%2Fhealthshare%2Fhsaccess%2FNCHIE.HS.UI.PatientSearch.cls%3FCacheLogout%3Dend
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Questions?
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For more information visit,

www.nchealthconnex.gov

Tel: 919-754-6912

E-mail: hiea@nc.gov 

kimberly.f.webster@nc.gov

 

Thank You!

http://www.nchealthconnex.gov/
mailto:hiea@nc.gov
mailto:kimberly.f.webster@nc.gov
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Clinical Portal Quick Reference Guide – Logging In

Go to hiea.nc.gov or nchealthconnex.gov

Click on “Clinical Portal Login” at the top of the page.

http://www.nchealthconnex.gov/
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Clinical Portal Quick Reference Guide – Logging In

You will see the login screen for the NC 

HealthConnex Clinical Portal. 

Enter your username and password. 

Note that the Domain field should show 

“%HS_Default.”

https://portal.nchealthconnex.net/csp/healthshare/hsredirect/NCHIE.HS.UI.ChallengeResponse.cls?OriginalURL=https%3A//portal.nchealthconnex.net/csp/healthshare/hsaccess/NCHIE.HS.UI.PatientSearch.cls%3FCacheLogout%3Dend
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Clinical Portal Quick Reference Guide – Logging In

Upon successful login, 

you will see the 

disclaimer that we do 

not accept 42 CFR Part 

two data or 

psychotherapy notes 

into NC HealthConnex.

Click “Agree” to 

proceed.
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This menu displays links to various screens depending on your role: 

• PAA Tools: This view is only available to those with a PAA role. If you 

only have a PAA role, this is the only menu item you will see.

If you have the PAA role and the Clinical role, you will see additional options:

• Search/Chartbook: This link takes you to the Patient Search screen.

• Messages: This link takes you to your inbox if enrolled in Direct 

Secure Message (DSM) Webmail through the NC HIEA.

• NC*Notify: If enrolled, this link will allow you to access a dashboard-

like view of patient activity through event notifications.

• CSRS (Controlled Substance Reporting System) Report: This link 

allows you to access CSRS Reports within the clinical viewer. You 

must be a prescribing provider and enrolled in this service to see this 

option.

Clinical Portal Quick Reference Guide – User Interface
Left Global Menu - Displays at the top left of the screen upon logging in to the Clinical Portal and on certain screens.
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Clinical Portal Quick Reference Guide – Patient Search

Below is the patient search screen. You can search by MRN or patient demographics.
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Clinical Portal Quick Reference Guide – Patient Search

Once you search for a patient, you will see this screen. 

You must click “Declare Patient Relationship” to indicate 

the reason you are viewing that patient’s record.
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Clinical Portal Quick Reference Guide – Declare Relationship
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Clinical Portal Quick Reference Guide – Patient Search

Select the reason you are breaking the seal/accessing the patient information from the drop-down menu.
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Clinical Portal Quick Reference Guide – Patient Search

Once you have declared the relationship, the MPI (Master 

Patient Index number) will turn blue, indicating it is a 

clickable link to open the patient’s chartbook. 

In some cases, the carat to the left of the MPI field can be 

clicked to expand and see multiple MRNs (Medical 

Resource Numbers) for a patient.
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Clinical Portal Quick Reference Guide – Chartbook

Now you can see the patient’s information. The landing screen is the summary which shows the most 

recent documents. 
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Clinical Portal Quick Reference Guide – Chartbook

Each section is now searchable, allowing you to get the information you need more quickly.
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Clinical Portal Quick Reference Guide – Chartbook

Search results will appear with a yellow highlight. 
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Clinical Portal Quick Reference Guide – Print Patient Records

To print, click on 

the horizontal 

ellipses (meatball 

menu) on the 

right of the 

screen.
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Clinical Portal Quick Reference Guide – Print Patient Records

Then click on “Patient Reports”.
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Clinical Portal Quick Reference Guide – Print Patient Records

Make sure “View As” is set to “Patient Summary (PDF)” and that “Report” is set to either “Expanded” (for 

full chart view) or “Pharmacy” (for pharmacy dispense information). 
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Clinical Portal Quick Reference Guide – Print Patient Records

You can use the magnifying glass icon to search the PDF for specific information such as medications 

or vaccinations.
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Clinical Portal Quick Reference Guide – Print Patient Records

Click the printer icon to print the chosen record.
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Select which 

pages you want 

to print and click 

the “print” 

button.

Clinical Portal Quick Reference Guide – Print Patient Records
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Visit/Hospital 

Information will 

be in 

Documents

Clinical Portal Quick Reference Guide – Documents



75

Lab Results: 

Anything 

abnormal will be 

in red.

Clinical Portal Quick Reference Guide – Documents
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Diagnostic Studies 

contains imaging 

reports. 

Clinical Portal Quick Reference Guide – Documents
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Histories includes 

the Social 

Determinants or 

Health Related 

Social Needs 

(HRSN)

Clinical Portal Quick Reference Guide – Documents
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